This form does not constitute legal advice and is provided "as is."  This form is based upon current federal law and is subject to change based upon changes in federal law or subsequent interpretive guidance.  This form must be modified to reflect the user's privacy practices and its state law where the state law is more stringent.


Date

employer name
employer address
employer address
Dear Client:

The Health Insurance Portability and Accountability Act (HIPAA) of 1996 sets forth, among other things, standards for protecting the privacy of individuals. In accordance with this Act and the associated regulations, we have developed the enclosed Employer HIPAA Compliance Packet to help you and your employees understand the HIPAA privacy regulations.

This packet includes:

Tab 1
Compliance Checklist and Confirmation Form

Tab 2
PowerPoint HIPAA privacy training for you and your employees

Tab 3
A test to confirm the training and understanding of HIPAA

Tab 4
Flexible Benefit Plan amendment

Flexible Benefit Summary Plan Description of Material Modifications

Certificate of Corporate Resolution

HIPAA sponsor certification to the plan

Tab 5
Business Associate Agreement

Tab 6
HIPAA Compliance Policy & Procedures form

Tab 7
Employee HIPAA Privacy Notice

Tab 8
HIPAA Privacy Official’s “To Do” list to ensure HIPAA compliance 

Tab 9
Authorization for Release of Protected Health Information for participants

Tab 10
Record retention

Before beginning, you will need a 3-ring binder with 10 index tabs. As you complete each section of this manual, you will insert the forms and instructions behind the numbered tabs.

You will need to follow and complete all steps outlined in the Compliance Checklist. Then sign and return the enclosed Business Associate Agreement, which formally states each of our respective obligations to comply with HIPAA’s privacy standards.

Once you have completed your HIPAA Compliance manual, your attorney should review the contents. Advice of legal counsel is recommended to ensure your policies and procedures cover your particular trade or industry.

Please return a signed copy of the Business Associate Agreement (see Tab 5) to:

PSP Contact

PSP Name

PSP Address
If you have any questions or comments, please contact us at XXX-XXX-XXXX or send an e-mail to PSP@PSP.com.

Sincerely,

PSP Name
P.S. You must complete these steps and have your privacy policies in place by April 14, 2004 to comply with the HIPAA law.

TAB 1

(Instruction Page)
HIPAA Compliance Checklist & Confirmation Form

	CEO or President
	Privacy Official

	Complete and sign off on the tasks outlined on the HIPAA Compliance Checklist and Conformation Form.
	Complete and sign off on the tasks outlined on the HIPAA Compliance Checklist and Conformation Form.


Employer HIPAA Compliance Checklist & Confirmation Form

employer name
	Part 1
	Actions Required of

CEO, President, Principal, Partner or Senior Officer
	Completed
	
	Part 2
	Actions Required of

HIPAA Privacy Official
	Completed

	
	
	Initial
	Date
	
	
	
	Initial
	Date

	Tab 1
	Complete and sign off on the following tasks. Then sign and date the bottom of this form.
	
	
	
	Tab 1
	Complete the following tasks and sign and date each item completed by you. Then sign and date the bottom of this form. File original in Tab 1.
	
	

	Tab 2
	Review the PowerPoint HIPAA Privacy Training presentation.
	
	
	
	Tab 2
	Review the PowerPoint HIPAA Privacy Training presentation.
	
	

	Tab 3
	Take the HIPAA Privacy Quiz and review answers with the Answer Key.
	
	
	
	Tab 3
	Take the HIPAA Privacy Quiz and review answers with the Answer Key.
	
	

	Tab 4
	Read, complete, and sign the Amendment for your Flexible Benefit Plan Document.
	
	
	
	Tab 4
	Review the Plan Amendment and Summary Plan Description of Material Modifications.
	
	

	Tab 4
	Read and complete the Summary Plan Description Material Modifications
	
	
	
	Tab 6
	Read and complete the HIPAA Compliance Policy & Procedures form.
	
	

	Tab 4
	Read, complete, and sign the Certificate of Corporate Resolution.
	
	
	
	Tab 7
	Read and complete the HIPAA 
Privacy Notice.
	
	

	Tab 4
	Read, complete, and sign the HIPAA Privacy Plan Sponsor Certification to the Health Plans.
	
	
	
	Tab 8
	Complete HIPAA Privacy Official’s “To Do” List, and retain for your records.
	
	

	Tab 5
	Obtain the signature of your Flex Plan Service Provider on Business Associate Addendum.
	
	
	
	Tab 2
	Present HIPAA Privacy Training to all employees who have access to protected health information.
	
	

	Below
	Appoint your HIPAA Privacy Official to train employees, implement processes, and follow through on privacy violations.
	
	
	
	Tab 3
	Administer the HIPAA Privacy Quiz to all employees. Their signed test form is their certification of HIPAA Compliance Training.
	
	

	
	
	
	
	
	Tab 4
	Distribute to all employees a copy of the Summary Plan Description Material Modifications.
	
	

	
	
	
	
	
	Tab
6 & 7
	Distribute HIPAA Privacy Notice to all employees.
	
	

	
	
	
	
	
	Tab 9
	Ensure that an Authorization For Release of Protected Health Information (PHI) is signed by a participant prior to a written or oral discussion of PHI.
	
	

	
	Individual name or company position that will act as HIPAA Privacy Official
	
	
	
	Tab 10
	Keep a signed copy of all Authorization forms under Tab 10.

Keep a signed copy of all employee HIPAA Compliance Training Quiz results under Tab 10.
	
	


	Part 3
	Compliance Confirmation by CEO, President, Principal, Partner, or Senior Officer
	
	Part 4
	Compliance Confirmation by
HIPAA Privacy Official

	I certify that I have completed the HIPAA requirements initialed and dated above.

Name (Print) ____________________________________

Title __________________________________________

Signature ______________________________________

Date __________________________________________
	
	I certify that I have completed the HIPAA requirements initialed and dated above.

Name (Print) ____________________________________

Title __________________________________________

Signature ______________________________________

Date __________________________________________


Federal laws and regulations require that these procedures by implemented by April 14, 2004 for small welfare benefit plans that had $5 million or less in annual receipts. For a self-funded plan (including Health FSAs and HRAs), this means claims paid in the preceding fiscal year.

TAB 2

(Instruction Page)

HIPAA Privacy Training PowerPoint Presentation

	CEO or President
	Privacy Official

	Review the HIPAA Privacy Training PowerPoint Presentation.
	Review the HIPAA Privacy Training PowerPoint Presentation.

	
	Present HIPAA Privacy Training PowerPoint Presentation to all employees who have access to protected health information.
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HIPAA

Background



Health Insurance Portability and 

Accountability Act of 1996


The Health Insurance Portability and Accountability Act of 1996 (HIPAA) was created out of the Health Insurance and Welfare Acts of 1996. The Act broke the portability and accountability process into several pieces. And each piece has its own compliance deadline that unfolds over several years.
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HIPAA



Part One – Portability, access, 

and renewability requirements


Part one of HIPAA was the portability, access, and renewability requirements for group health plans. Among other directives, it outlined the need for portability of coverage. This didn't necessarily mean individuals could retain their current health insurance when changing employment. But instead, established rules to ensure a smoother transition from one plan to another.
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HIPAA



Part Two – "Administrative 

Simplification”



Standards for maintenance and 

transmission of health information


Part two is called "Administrative Simplification." The Department of Health and Human Services (DHHS) was charged with developing standards for maintenance and transmission of health information that identifies individual patients.

In the ever-increasing world of electronic data transfer and storage, the need for individual privacy is a priority. It’s also imperative that different systems exchange information easily. The Administrative Simplification rules take on these significant tasks.

You may be subject to the Electronic Data Interchange (EDI) HIPAA rules if you exchange electronic information directly with a healthcare provider or a health plan.
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HIPAA



Part Three – Privacy



The privacy regulations govern 

how individually identifiable medical 

information must be protected.  


The DHHS published privacy final regulations in December of 2000. A barrage of questions and concerns led to the regulations being amended and refined. Post-final regulations were issued in August 2002.

The privacy regulations govern how individually identifiable medical information may be protected. Specific rights for individuals regarding protected health information and obligations of healthcare providers, health plans, and healthcare clearinghouses.
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HIPAA

The Flexible Benefit Plan Connection



The Health FSA, or unreimbursed 

medical portion of a cafeteria plan; or 

a Health Reimbursement Arrangement 

(HRA) are considered to be health and 

welfare benefit plans.  


Why are flexible benefits - such as Section 125 Cafeteria Plans – mixed up in the HIPAA hoopla? The Health FSA, or unreimbursed medical portion of a cafeteria plan; or a Health Reimbursement Arrangement (HRA) are considered to be health and welfare benefit plans.

Health FSAs and HRAs are just like any other health insurance product offered through an independent carrier or a self-funded insurance plan sponsored and administered by the employer. Therefore Health FSAs and HRAs must comply with all HIPAA regulations.
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HIPAA Definitions



Covered Entity 



A healthcare provider that conducts certain 

transactions in electronic form



A healthcare clearinghouse



A health plan - includes all the employer's 

welfare benefit plans like health insurance, 

a Health FSA within a cafeteria plan, and 

any HRAs.


Before we get started on the nuts and bolts of the privacy act, we need to define a few key words and phrases.

A “Covered Entity” can be the healthcare provider, a healthcare clearinghouse that transmits information for a provider, and the actual health plan.

Health plans include all the employer’s welfare benefit plans like health insurance, a Health FSA, and Health Reimbursement Arrangements (HRAs).
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HIPAA Definitions



If you are an employer, you are not a 

covered entity. Employees, the plan, 

and its Business Associates may not 

freely share information with the 

employer unless firewalls exist to 

contain the information.


However, the employer is not a covered entity and the plan may not freely share information with the employer.

The employer must erect “firewalls” around anyone who views protected health information (PHI).
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HIPAA Definitions



Covered Transactions



Healthcare or dental claims administration



Healthcare eligibility 



Benefits enrollment and maintenance



Payroll deduction and group premium 

payment 



Retail pharmacy transactions


“Covered Transactions” are any exchange of information that deals with claims administration, eligibility in the plan, and enrollment and dis-enrollment information.

Payroll deduction and premium payments information are considered covered transactions, along with any pharmacy information on an individual.
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HIPAA Definitions



Business Associate



A person, business, or agency that 

conducts covered transactions for 

another legal entity.  


An example of a Business Associate would be a plan service provider who performs claims adjudication on behalf of an employer’s plan.
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HIPAA Definitions



Business Associate Agreement



The health plan must engage in 

a Business Associate Agreement 

with all Business Associates.  


This Business Associate Agreement is a written document spelling out the requirement of the Business Associate to comply with all HIPAA regulations. This agreement is between the vendor (Business Associate) and the plan, facilitated by the employer.
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HIPAA Definitions



Small Plans



A plan with $5 million or less in annual 

receipts. For a self-funded plan (including 

Health FSAs and HRAs) this means claims 

paid in the preceding fiscal year.


A plan with $5 million or less in annual receipts is considered a “small” plan. For a self-funded plan (including Health FSAs and HRAs) the $5 million means claims paid in the preceding fiscal year.
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HIPAA Definitions



Protected Health Information (PHI)



Individually identifiable medical information 

in any form, including oral communication 

that is created or received by a covered 

entity or employer.  


PHI relates to an individual's past, present, or future physical or mental condition, the provision of healthcare services, or anything that identifies the individual as it relates to such information. Even enrollment and dis-enrollment information may be considered PHI if it includes information about covered dependents.
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HIPAA

HIPAA Overview



Individuals “own” their PHI



HIPAA defines what PHI is



Privacy notice tells employees how their 

PHI will be used and disclosed. No other 

notice is required



Privacy notice gives employees certain 

rights to their PHI


In a nutshell, HIPAA recognizes that PHI is owned by each individual. So HIPAA defines what PHI is, in what instances it can be used without prior permission, and access rights for individuals.

What does this mean to you?
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HIPAA



Where does PHI come from?



Mail



Fax



Front desk



Phones



Electronically


Protected Health Information (PHI) can enter your environment through many different avenues.

Plan service providers certainly receive PHI through the mail system as they receive claims for reimbursement. The actual claim form may contain PHI – such as the participant’s social security number, the healthcare provider’s name, or the name of the dependent for which health services were provided.

Claims are also received via fax machines. And participants may drop off information or claims to your receptionist.

Also, phone calls and e-mails from participants might reveal information that is considered PHI.

So what should you do with all this information that is seemingly floating around?
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HIPAA



Who can see PHI?



Covered entities with privacy policies 

in place



Business Associates that have signed 

Business Associate Agreements in place 

with the covered entities and also have 

privacy policies in place



Individual employees may review and 

change their own PHI


Who may see the protected health information of others?

If you are an employer, you are not a covered entity. Employees, the plan, and its Business Associates may not freely share information with the employer unless firewalls exist to contain the information.

If you are a plan service provider and a Business Associate with the plan, you may view individual PHI and share the information with other covered entities. Participants may call to discuss their claims and eligible expenses. The plan service provider needs rules in place to identify the individual before discussing PHI.

Even disclosing PHI to a spouse can be unlawful. The employer and all vendors need rules in place to identify the individual who is calling before discussing PHI.
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HIPAA



When can you reveal PHI?



Healthcare operations



Payment



Treatment



As permitted or required by law



Pursuant to an authorization


The HIPAA Notice of Privacy Practices must be distributed to all employees, and spells out all the uses and disclosure of PHI that may be made without further notice. The notice generally deals with operation of the healthcare plan, payment to the healthcare provider, treatment, or as required by law.

PHI may also be discussed with a non-covered entity, such as the employer, when the participant has signed a written authorization form.
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HIPAA



When can you reveal PHI?



Identify individual with whom you 

are speaking



Verify SSN, gender, birth date, and/or address



Authorization signed by participant



“Minimum Necessary” standard



Reveal the minimum necessary information 

when releasing information


Before discussing a participant’s claim form or revealing specific information from an enrollment or claim form, the identity of the participant must be verified. Verify their social security number, gender, and ask for their date of birth or address. Compare the information received to stored information.

Only reveal the absolute “minimum necessary” information to answer any inquiry.
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HIPAA



HIPAA privacy applies to all covered 

entities.  



Employers are not covered entities



A covered entity may not freely share an 

individual's PHI with the employer or a 

non-health plan.  


HIPAA privacy applies to all covered entities. Employers themselves are not covered entities; thus a covered entity may not freely share an individual's PHI with the employer or a non-health plan.

However, a group health plan may disclose PHI to its plan sponsor for "plan administration functions." This type of disclosure might take place during the claims appeal process.

Enrollment and dis-enrollment information can be disclosed to the plan sponsor. The information revealed to the plan sponsor may not be used for any other purpose - such as in hiring or dismissal decisions. Therefore, it’s best for the employer to create a "firewall" within the organization to protect and contain sensitive information.
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HIPAA



Protecting PHI in your office



Train all workers with access to PHI



Don’t enter PHI into a software system 

or program unless protected by firewall



Create a “clean desk” policy 



Store PHI under lock and key



Don’t discuss an individual’s health 

information in public



Identify callers


Take steps to protect PHI in your office. Make sure that all workers with access to PHI are HIPPA trained. Avoid entering PHI into software systems or programs. For instance, customer service representatives may inadvertently enter an individual's protected health information while logging a call.

A “clean desk” policy means that claims, or other information pertaining to an individual’s health, must be properly stored before your employees leave their work area.

And again, identify callers before giving out any protected information.
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HIPAA



Protecting PHI in your office



Letters to participants should not contain 

their SSNs



Offsite storage



Retain complete list of claim forms, etc. offsite



Use security tape on boxes to reveal 

unauthorized entry.



Trash



Shredding


Here are some ways you can protect PHI in your office…

Don’t place social security numbers on correspondence going out to participants.

Use offsite storage for duplicate claim forms, or information that is no longer needed. 

Remember, you must keep all PHI for 6 years.

And finally, when it’s time to dispose of any materials that contain Protected Health Information – it must be shredded and disposed of properly. You should not leave any opening for PHI to fall into the wrong hands.
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HIPAA



Protecting the participant’s privacy



Right to inspect and copy



Accounting of disclosures



Amend



Request restrictions



Request confidential communications



Right to receive a paper copy of the 

privacy notice


Remember, employees have the right to inspect, get a copy of, and/or amend their personal information.

You must keep an accounting of certain disclosures that you make.

And employees may request certain restrictions to disclosures, confidential communications, and a right to your privacy policy.
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HIPAA

Employers



Employer puts in place HIPAA privacy policies 

and procedures



Amend plan documents and Summary Plan 

Descriptions for all employer-sponsored health 

plans  



Employer must certify to plan that HIPAA privacy 

rules are being followed



The health plan must adopt and distribute a notice 

of privacy practices for employees



Business Associate Agreements must be in place


The health plan must adopt a notice of privacy practices. This notice would contain what PHI is, who is authorized to access PHI, the individual's rights, and how this information is to be used. It must retain the right of the individual to review and make any changes to medical records. And, if requested, the information must be made available to certain law enforcement groups or the Secretary of DHHS.

Plan documents for all health plans sponsored by the employer must be amended to establish the permitted and required uses and disclosure of PHI. Business Associate Agreements must be in place between the vendor (Business Associate) and the plan.
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HIPAA

Plan Service Provider



HIPAA privacy policies and procedures



Business Associate Agreements 

must be in place between the plan 

service provider (Business Associate) 

and the plan.


Covered entities like plan service providers who are Business Associates of the plan must have HIPAA privacy policies and procedures in place and a signed Business Associate Agreement in place with the plan.

And don’t forget – plan service providers are employers also. They must adhere to all the employer rules for their health plans.
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HIPAA

Exception to Privacy Compliance



All plans, except "Small" plans, had to 

comply by April 14, 2003  



"Small" plans have until April 14, 2004



Self-administered health plans with 

fewer than 50 participants are exempt 

from privacy compliance


All healthcare plans were to have their privacy procedures and forms in place by April 14, 2003. However, “small” plans have until April 14, 2004. “Small” in this case is any plan with $5 million or less in annual receipts. For a self-funded plan including Health FSAs and HRAs, this means claims paid in the preceding fiscal year.

If you are an employer and administer your own healthcare plan that has fewer than 50 participants, then HIPAA does not apply to you.
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HIPAA



Substantial civil and criminal penalties 

apply to noncompliance of HIPAA 

regulations



Be aware of your state laws



Get legal counsel


If you think you can escape the burdens of HIPAA, think again. Substantial civil and criminal penalties apply to noncompliance of HIPPA regulations. 

Anyone associated with health care must be aware of the rules and apply them to their unique situation. And remember, state laws may be more stringent than federal regulations. Employers should seek legal counsel to determine their level of compliance needs and the level of compliance to expect from plan providers and vendors.


[image: image27.emf]HIPAA

Privacy – Your business depends on it


This presentation is not an exhaustive explanation of all HIPAA regulations, but just a quick course of HIPAA as it applies to Flexible Benefit Plans.

TAB 3

(Instruction Page)

HIPAA Privacy Quiz & Answer Key

	CEO or President
	Privacy Official

	Take the HIPAA Privacy Quiz and review answers with the Answer Key.
	Take the HIPAA Privacy Quiz and review answers with the Answer Key.

Administer the HIPAA Privacy Quiz to all employees who have access to protected health information. Their signed test form is their certification of HIPAA Compliance training.

Keep signed copies of all tests and file behind Tab 10.

IMPORTANT: Do not write on the original quiz form. Make copies of the HIPAA quiz to use for administering the quiz.


HIPAA Privacy Quiz

1. HIPAA stands for Health Insurance Portability and Accountability Act of 1996.

 FORMCHECKBOX 

True
 FORMCHECKBOX 

False
2. Participants may not see their (PHI) once they have submitted a claim for reimbursement.

 FORMCHECKBOX 

True
 FORMCHECKBOX 

False
3. The employer sponsoring a healthcare plan is a Covered Entity.

 FORMCHECKBOX 

True
 FORMCHECKBOX 

False
4. The healthcare plan must adopt and distribute a notice of privacy practices.

 FORMCHECKBOX 

True
 FORMCHECKBOX 

False
5. PHI may be obtained by talking to participants.

 FORMCHECKBOX 

True
 FORMCHECKBOX 

False
6. Claim forms, and the receipts attached, generally do not contain any PHI.

 FORMCHECKBOX 

True
 FORMCHECKBOX 

False
7. It is “OK” to fax a claim form back to a participant without notice or a cover sheet.

 FORMCHECKBOX 

True
 FORMCHECKBOX 

False
8. Healthcare plan documents must contain the permitted and required uses and disclosure of PHI.

 FORMCHECKBOX 

True
 FORMCHECKBOX 

False
9. No one should have access to PHI unless they have received proper HIPAA privacy training.

 FORMCHECKBOX 

True
 FORMCHECKBOX 

False
10.  “Small” healthcare plans must comply with HIPAA privacy rules by April 14, 2004.

 FORMCHECKBOX 

True
 FORMCHECKBOX 

False

11. It is “OK” to discuss claims, and their contents while having lunch with another claims processor.

 FORMCHECKBOX 

True
 FORMCHECKBOX 

False

12. A list of drugs and/or the disease they alleviate is considered PHI.

 FORMCHECKBOX 

True
 FORMCHECKBOX 

False
13. Disclosure of an individual’s PHI for treatment, payment, or plan operations requires authorization from the participant.

 FORMCHECKBOX 

True
 FORMCHECKBOX 

False
14. PHI may not be disclosed to a participant’s spouse.

 FORMCHECKBOX 

True
 FORMCHECKBOX 

False
15. PHI stands for Private Health Information.

 FORMCHECKBOX 

True
 FORMCHECKBOX 

False
16. The “Minimum Necessary Standard” refers to the amount of PHI information disclosed for any given purpose.

 FORMCHECKBOX 

True
 FORMCHECKBOX 

False
17. Health Flexible Spending Accounts and Health Reimbursement Arrangements are both subject to HIPAA privacy compliance laws.

 FORMCHECKBOX 

True
 FORMCHECKBOX 

False
18. Customer service representatives should not enter any PHI into their software system as they substantiate conversations with employees or participants.

 FORMCHECKBOX 

True
 FORMCHECKBOX 

False
19. Any paper form or report that contains PHI must be shredded and disposed of properly.

 FORMCHECKBOX 

True
 FORMCHECKBOX 

False
20. Plan sponsors must certify to the plan that HIPAA privacy rules have been implemented, the plan document is amended, and the privacy rules are being followed.

 FORMCHECKBOX 

True
 FORMCHECKBOX 

False
Name

Date


This certifies that I have read and understand the HIPAA privacy laws as they were presented to me.

HIPAA Privacy Quiz

Answer Key


Answer
Slide #

1.
True
2

2.
False
22
Participants have a right to view and amend their PHI

3.
False
19
The Plan, Providers, and BUSINESS ASSOCIATES are covered entities

4.
True
23

5.
True
15

6.
False
15
Claim forms and receipts generally carry the participant’s identity and specific healthcare information 

7.
False
18
See answer above

8.
True
23

9.
True
20

10.
True
25

11.
False
20
PHI can be contained in written and oral formats.

12.
False
13
The disease or drugs would have to be associated with a specific individual in order to be considered PHI

13.
False
17
These types of disclosures do not require a special authorization from the participant

14.
True
16

15.
False
13
PHI stands for Protected Health Information

16.
True
18

17.
True
7

18.
True
20

19.
True
21

20.
True
23

TAB 4

(Instruction Page)

Plan Documents & Certificates

	CEO or President
	Privacy Official

	Read, complete, and sign the Amendment for your Flexible Benefit Plan Document.
	Review the Plan Amendment and Summary Plan Description of Material Modifications.

	Read and complete the Summary Plan Description of Material Modifications.
	Distribute to all employees a copy of the Summary Plan Description of Material Modifications.

	Read, complete, and sign the Certificate of Corporate Resolution.
	

	Read, complete, and sign the HIPAA Privacy Plan Sponsor Certification to the Health Plan(s).
	


AMENDMENT NUMBER insert number
TO

insert employer/plan name
FLEXIBLE BENEFITS PLAN


BY THIS AGREEMENT, insert employer/plan name Flexible Benefits Plan (hereinafter referred to as the "Plan") is hereby amended as follows, effective as of insert date:

1. The plan is amended to add an additional section that will be placed at the end of the original plan document in accordance with the Health Insurance Portability and Accountability Act of 1996 (HIPAA).
Plan Document Amendment

HIPAA PRIVACY REQUIREMENTS

As of the required effective date, the Employer has implemented or amended the Plan to comply with the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”), as set forth in 45 C.F.R. Parts 160 through 164.

Definitions

“Plan Administration Functions” is defined as activities that would meet the definition of Payment or Healthcare Operations by HIPAA as set forth in 45 C.F.R. § 164.501, but do not include functions to modify, amend, or terminate the Plan or solicit bids from prospective issuers. Plan administration includes quality assurance, claims processing, auditing, monitoring, and management of carve-out plans (i.e., vision and dental). Plan administration does not include any employment-related functions or functions in connection with any other benefits or benefit plans, and the Plan(s) may not disclose information for such purposes absent an authorization from an individual for whom the information pertains. In addition, enrollment functions performed by the Employer are not considered Plan Administration Functions.

“PHI” is defined as Protected Health Information, as set forth in 45 C.F.R. § 164.501. It is information that is created or received by a health plan, employer, healthcare provider, or healthcare clearing house and includes information that relates to the past, present, or future physical or mental health or condition of an individual; the provision of health care to an individual; or the past, present, or future payment for the provision of health care to an individual. In addition, the information either identifies the individual; or with respect to which there is a reasonable basis to believe the information can be used to identify the individual. This information may be maintained or transmitted either electronically or in any other form or medium.

“Summary Health Information” is defined by HIPAA as set forth in 45 C.F.R. § 164.504 as information that may be PHI, and that summarizes the claims history, claims expenses, or type of claims experienced by individuals for whom the Employer has provided health benefits under the Plan; and from which the following information has been deleted, except that the geographic information described in (B) need only be aggregated to the level of a five-digit zip code:


(a)
Names;

(b)
All geographic subdivisions smaller than a State, including street address, city, county, precinct, zip code, and their equivalent geocodes, except for the initial three digits of a zip code if, according to the current publicly available data from the Bureau of the Census:

(1)
The geographic unit formed by combining all zip codes with the same three initial digits contains more than 20,000 people; and

(2)
The initial three digits of a zip code for all such geographic units containing 20,000 or fewer people is changed to 000.

(c)
All elements of dates (except year) for dates directly related to an individual, including birth date, admission date, discharge date, date of death; and all ages over 89 and all elements of dates (including year) indicative of such age, except that such ages and elements may be aggregated into a single category of age 90 or older;

(d)
Telephone numbers;

(e)
Fax numbers;

(f)
Electronic mail addresses;

(g)
Social security numbers;

(h)
Medical record numbers;

(i)
Health plan beneficiary numbers;

(j)
Account numbers;

(k)
Certificate/license numbers;

(l)
Vehicle identifiers and serial numbers, including license plate numbers;

(m)
Device identifiers and serial numbers;

(n)
Web Universal Resource Locators (URLs);

(o)
Biometric identifiers, including finger and voice prints;

(p)
Full face photographic images and any comparable images; and

(q)
Any other unique identifying number, characteristic, or code.

Disclosure of Summary Health Information

The Plan, its Administrator, or any contracted representatives of the Plan, may disclose Summary Health Information to the Employer, if the Employer requests the Summary Health Information for the purpose of:

(a)
Obtaining premium bids from health plans for providing health insurance coverage under the Plan; or 

(b)
Modifying, amending, or terminating the Plan.

Disclosure of PHI

The Plan, its Administrator, or any contracted representatives of the Plan, may release PHI to the Employer, so long as the Employer agrees to do the following:

(a)
The Employer shall not use or further disclose the PHI other than as permitted or required by the Plan’s documents or as required by law.

(b)
The Employer shall ensure that any agents, including a subcontractor, to whom it provides PHI shall agree to the same restrictions and conditions that apply to the Employer with respect to such PHI;

(c)
The Employer shall not use or disclose the PHI for employment-related actions and decisions or in connection with any other benefit or employee benefit plan of the Employer;

(d)
The Employer agrees to report to the Plan any use or disclosure of the PHI that is inconsistent with the uses or disclosures providing herein, if and when the Employer becomes aware of such inconsistent use or disclosure;

(e)
The Employer, in accordance with HIPAA as set forth in 45 C.F.R. § 164.524 and consistent with the Employer Privacy Policy, has authorized the Plan to make PHI available to individuals;

(f)
The Employer, in accordance with HIPAA as set forth in 45 C.F.R. § 164.524 and consistent with the Employer Privacy Policy, has authorized the Plan to make PHI available to individuals for amendment and to incorporate such amendments of PHI;

(g)
The Employer, in accordance with HIPAA as set forth in 45 C.F.R. § 164.528 and consistent with the Employer Privacy Policy, has authorized the Plan to make available the information required to provide an accounting of disclosures;

(h)
The Employer, agrees to make its internal practices, books, and records relating to the use and disclosure of PHI received from the Plan available to the Secretary of the United States Department of Health and Human Services for purposes of determining the Plan’s compliance with HIPAA; and

(i)
If feasible, the Employer shall return or destroy all PHI that the Employer received from the Plan and which the Employer no longer needs for the purpose for which disclosure was made, except that, if such return or destruction is not feasible, the Employer shall limit further uses and disclosures to those purposes that make the return or destruction of the PHI infeasible.

Adequate Separations

The Employer shall ensure that the following adequate separations are established:

(a)
The Employer shall designate specific people who shall use and disclose PHI on behalf of the Plan for purposes of Plan Administration Functions. 

(b)
Access and use of PHI by the Group shall be limited to Plan Administration Functions that the Employer performs on behalf of the Plan;

(c)
Any issues of non-compliance by the Group shall result in disciplinary measures specified in the Employer Privacy Policy. 

Uses and Disclosures

The Plan, its Administrator, or any contracted representatives of the Plan, may:

(a)
Disclose PHI to the Employer in order for the Employer to carry out Plan Administration Functions consistent with the provisions of Subsections (a) through (i) in “Disclosure of PHI” above;

(b)
Permit an insurance company, insurance service, insurance organization, or HMO to disclose PHI to the Employer, so long as the disclosure is made to an authorized person, and the disclosure is only for the purpose described in “Disclosure of Summary Health Information”;

(c)
Not disclose or permit an insurance carrier, insurance service, insurance organization, or HMO to disclose PHI to the Employer unless the Employer’s privacy notice contains a provision which permits such disclosure; and

(d)
Not disclose PHI to the Employer for the purpose of employment-related actions or decisions or in connection with any other benefit or employee benefit plan of the Employer.

SUMMARY PLAN DESCRIPTION

MATERIAL MODIFICATIONS

employer/plan name
I

INTRODUCTION


employer/plan name has amended your Flexible Benefit Plan as of date.


This is merely a summary of the most important changes to the Plan. If you have any questions, contact your Plan's Administrator. A copy of the Plan, including this amendment, is available for your inspection. If there is any discrepancy between the terms of the Plan or the amendment itself and this summary of material modifications, the provisions of the Plan, as amended, will control.


There is certain general information, which you may need to know about Amendment Number number to your Plan. This information has been summarized for you in this Section.

II

SUMMARY OF CHANGES

HIPAA Privacy


Title II of the Health Insurance Portability and Accountability Act of 1996 and the regulations at 45 CFR Parts 160 through 164 (“HIPAA”) contain provisions governing the use and disclosure of Protected Health Information by health plans and provide privacy rights to participants in those plans. HIPAA applies to this Plan.


Protected Health Information, or “PHI,” is health information that is created or received by the Plan. PHI relates to your physical or mental health or condition, the provision of health care to you, or the payment for the provision of health care to you. Typically, the information identifies you, your diagnosis, and treatment or supplies used in the course of your treatment.


The Plan may disclose PHI to the Employer only for limited purposes as described in the Plan’s documents. The Employer agrees to use and disclose PHI only as permitted or required by the Plan’s documents or as required by HIPAA. PHI may be used or disclosed for plan administration functions that the Employer performs on behalf of the Plan. Such functions include:

· Enrollment of eligible employees and their eligible dependents,

· Eligibility determinations,

· Payment for coverage,

· Claim payment activities,

· Coordination of benefits, and

· Claim appeals.


In order to perform these functions, the Plan will use and disclose PHI only to the following individuals:

· Plan Administrator.

· HIPAA Privacy Official.

· Other Personnel, specifically designated by the Plan’s Privacy Official.


The Plan shall maintain policies and procedures that govern the Plan’s use and disclosure of PHI. These policies and procedures include provisions to restrict access solely to the above individuals and only for the functions listed above. The Plan’s policies and procedures also include a mechanism for resolving issues of noncompliance.

 CERTIFICATE OF CORPORATE RESOLUTION


The undersigned Secretary or Principal of employer name (the Employer) hereby certifies that the following resolutions were duly adopted by Employer on date, and that such resolutions have not been modified or rescinded as of the date hereof;


RESOLVED, that Amendment Number number to the Flexible Benefits Plan effective date, presented to this meeting is hereby approved and adopted and that the duly authorized agents of the Employer are hereby authorized and directed to execute and deliver to the Administrator of the Plan one or more counterparts of the amendment.


RESOLVED, that the Administrator shall be instructed to take such actions that are deemed necessary and proper in order to implement the adoption of this Amendment Number number to the Flexible Benefits Plan by delivering to each employee a copy of the summary description of the changes to the Plan in the form of the Summary Plan Description - Material Modification presented to this meeting, which form is hereby approved.


The undersigned further certifies that attached hereto as Exhibits A and B respectively, are true copies of Amendment Number number to employer name Flexible Benefits Plan and Summary Plan Description - Material Modifications approved and adopted in the foregoing resolutions.


Secretary


Date

HIPAA Privacy Plan Sponsor Certification to Health Plan

WHEREAS, in accordance with the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”) and the regulations issued and effective thereunder, a group health plan may only disclose Protected Health Information (“PHI”) to a plan sponsor upon receipt of a certification by the plan sponsor that the plan documents have been amended to incorporate the provisions of HIPAA as set forth in 45 CFR §164.504(f)(2)(ii)(A) through (J), and the plan sponsor’s acquiescence to those provisions.

WHEREAS, employer name (“Employer”) is the Plan Sponsor of the following group health plan (as defined by HIPAA and set forth in 45 CFR §160.103):

NOW, THEREFORE, BE IT RESOLVED, that the Employer, as Plan Sponsor of the Flexible Benefits Plan, hereby certifies to the Plan, that the applicable Plan documents have been amended to incorporate the provisions of HIPAA as set forth in 45 CFR §164.504(f)(2)(ii)(A) through (J), effective on the date shown below.

RESOLVED FURTHER, that the Employer, as Plan Sponsor of the Flexible Benefits Plan hereby certifies that it agrees to:

· Not use or further disclose PHI other than as permitted or required by the Plan documents or required by law;

· Ensure that any agents, including subcontractors, to whom it provides PHI received from the Plan agree to the same restrictions and conditions that apply to the Plan Sponsor with respect to such PHI;

· Not use or disclose PHI for employment-related actions or decisions or in connection with any other benefit or employee benefit plan of the Plan Sponsor (unless authorized to do so by the individual);

· Report to the Plan any use or disclosure of PHI that is inconsistent with the uses or disclosures provided for in the Plan documents of which the Plan Sponsor becomes aware;

· Make PHI available to the individual in accordance with the access requirements of HIPAA as set forth in 45 CFR §164.524;

· Make PHI available to the individual for amendment and incorporate any amendments to PHI in accordance the amendment requirements of HIPAA as set forth in 45 CFR §164.526;

· Make available such information as is required to provide an accounting of disclosures in accordance with the requirements of HIPAA as set forth in 45

· CFR §164.528;

· Make its internal practices, books, and records relating to the use and disclosure of PHI received from the Plan available to the Secretary of Health and Human Services for purposes of determining compliance by the Plan with the requirements of HIPAA;

· If feasible, return or destroy all PHI received from the Plan that the Plan Sponsor still maintains in any form and retain no copies of such PHI when no longer needed for the purpose for which the disclosure was made.  Where such return or destruction is not feasible, the Plan Sponsor will limit further uses or disclosures to those purposes that make the return or destruction of the PHI infeasible.

· Ensure that the adequate separation between the group health plan and the plan sponsor required in HIPAA as set forth in 45 CFR §164.50(f)(2)(iii) is established.

IN WITNESS WHEREOF, the Employer. does hereby cause this Certification executed by its duly authorized officer on the date first stated above to be effective as of the date set forth herein.






 employer name
By:    







Effective Date
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HIPAA Business Associate Addendum

	CEO or President
	Privacy Official

	Obtain signature of your Third Party Administrator (PSP) or Flex Plan Service Provider on Business Associate Addendum.

Make sure that both you and your PSP retain signed copies of this Addendum.
	File the signed Business Associate Addendum under Tab 5.


HIPAA Business Associate Addendum


THIS BUSINESS ASSOCIATE ADDENDUM (“Addendum”) supplements and is made a part of the current ADMINISTRATIVE SERVICES AGREEMENT(S), (“Agreement(s)”) by and between employer name (“Employer”), as sponsor of the Flexible Benefits Plan(s) (“the Plan(s)”), and PSP Name (“PSP”), a business associate of the Plan(s), which are subject to the Health Insurance Portability and Accountability Act of 1996 and the regulations promulgated there under (“HIPAA”) and is effective concurrent with the applicable HIPAA effective date (the “Addendum Effective Date”).

RECITALS

WHEREAS, pursuant to the Agreement, PSP regularly uses and/or discloses, or will use and/or disclose Protected Health Information (“PHI”) on behalf of the Plan(s) in its performance of the services described in the Agreement(s); and

WHEREAS, this Addendum sets forth the obligations imposed upon PSP upon the receipt of PHI from the Plan(s) and describes the terms and conditions under which PSP may use or disclose any PHI that is provided to, created or received by PSP pursuant to this Addendum and after its termination.

WHEREAS, by signing this Addendum, Employer also agrees to be bound and hereby certifies, to whatever extent necessary, to adhere to the terms and conditions of this Addendum and requirements discussed herein that may otherwise be imposed on the Employer pursuant to its sponsorship of the Plan(s).

THEREFORE, these Recitals and the following terms of this Addendum shall be incorporated into the Agreement as though fully set forth therein:

1. Obligations of PSP. PSP agrees to maintain the confidentiality of any PHI (as defined in the HIPAA regulations) created or received by PSP from or on behalf of the Plan(s) in accordance with all applicable Federal, State, and local laws and regulations, and more specifically, in accordance with the following:

1.1. Permitted Uses and Disclosures. PSP may use and/or disclose PHI received by PSP from the Plan(s), or, if applicable, created or received by PSP on behalf of the Plan(s), as specified by the Agreement (collectively “the Plan(s)’s PHI”) to perform functions, activities, or services for or on behalf of the Plan(s) solely in accordance with the specifications set forth in the Agreement and this Addendum; provided that such use or disclosure would not violate HIPAA if done by the Plan(s). Notwithstanding any provision herein to the contrary, PSP agrees to use or disclose only the Minimum Necessary amount of information (as such term is defined in HIPAA) required to conduct the authorized activities herein.

1.2. Uses and Disclosures Restricted. PSP shall use reasonable precautions to avoid any use or further disclosure of the Plan(s)’s PHI other than as permitted or required by the Agreement and this Addendum or as permitted or required by law. PSP agrees that it will use all reasonable efforts to limit its request for PHI to the minimum amount of PHI necessary to achieve the purpose for which the request is being made. In the event PSP creates PHI on behalf of the Plan(s), such PHI will be treated as if it were disclosed from the Plan(s) to PSP and such PHI shall be subject to all the protections afforded by this Addendum.


1.3. Safeguards. PSP shall use appropriate safeguards to prevent use or disclosure of the Plan(s)’s PHI other than as provided for by this Addendum.

1.4. Reporting of Disclosures. PSP shall report in writing to the Plan(s) as soon as reasonably feasible any use or disclosure of the Plan(s)’s PHI other than as provided for by this Addendum, of which PSP becomes aware. During the term of this Addendum, PSP shall notify the Plan(s) within twenty-four (24) hours of any suspected or actual breach of security, intrusion causing an unauthorized disclosure of PHI and/or any such actual or suspected use or disclosure of data in violation of this Addendum or any applicable federal or state laws or regulations.

1.5. PSP’s Agents. PSP shall ensure that any agents, including subcontractors, to whom it provides PHI received by PSP from the Plan(s), or, if applicable, created or received by PSP on behalf of the Plan(s), agree in writing to the same restrictions and conditions that apply to PSP with respect to such PHI, and shall make such information available to the Plan(s) upon request. Upon PSP contracting with an agent for the sharing of the Plan(s)’s PHI, PSP shall provide the Plan(s) written notice of any such executed agreement.

1.6. Availability of Information to the Plan(s). PSP shall make available to the Plan(s) such information as the Plan(s) may require to fulfill the Plan(s)’s obligations to provide access to, provide a copy of, and account for disclosures to individuals with respect to PHI pursuant to HIPAA and the HIPAA Regulations or, if requested by the Plan(s), PSP shall make such information available to a requestor of such information and shall confirm to the Plan(s) in writing that the request has been fulfilled.

1.7. Amendment of PHI. PSP shall make the Plan(s)’s PHI available to the Plan(s), upon the Plan(s)’s reasonable request, to fulfill the Plan(s)’s obligations to amend PHI pursuant to HIPAA, and PSP shall, as directed by the Plan(s), incorporate any amendments to PHI provided to PSP by the Plan(s) into copies of such PHI maintained by PSP.

1.8. Internal Practices. PSP shall make its internal practices, books, and records relating to the use and disclosure of PHI received by PSP from the Plan(s), or, if applicable, created or received by PSP on behalf of the Plan(s), available to the Secretary of the United States Department of Health and Human Services, or his or her designee for purposes of determining the Plan(s)’s compliance with HIPAA.

1.9. Accountings. PSP agrees to document disclosures of PHI and information related to such disclosures as required for the Plan(s) to promptly respond to a request by an individual for an accounting of disclosures of such individual’s PHI by PSP in compliance with HIPAA. PSP agrees to provide to the Plan(s) information collected in accordance with the requirements of this Section 1 within twenty (20) days of receiving a request for such accounting, to permit the Plan(s) to make a timely and prompt response to a request by an individual for such accounting as required by HIPAA.

1.10. Notification of Breach. During the term of this Addendum, PSP shall notify the Plan(s) within twenty-four (24) hours of any suspected or actual breach of security, intrusion or unauthorized use or disclosure of PHI and/or any actual or suspected use or disclosure of data in violation of this Addendum or any applicable federal or state laws or regulations.

1.11. Security Standards. In addition to the specific conditions and requirements discussed above, PSP also agrees to adhere to all standards and requirements of 45 CFR § 164.301 et seq., and in particular 45 CFR § 164.314(a), hereinafter the “Security Regulations,” including all requirements to be aware of the Plan(s) security policies and procedures and implement administrative, physical, and technical safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability of all PHI in accordance with such standards, as of the applicable effective date specified therein.

2. Specific Use and Disclosure Provisions. Except as otherwise limited in this Addendum, PSP may: (a) use PHI for the proper management and administration of PSP or to carry out the legal responsibilities of PSP (b) disclose PHI for the proper management and administration of PSP, provided that disclosures are required by law, or PSP obtains reasonable assurances from the person to whom the information is disclosed that it will remain confidential and used or further disclosed only as required by law or for the purpose for which it was disclosed to the person, and the person notifies PSP of any instances of which it is aware in which the confidentiality of the information has been breached; and (c) use PHI to provide data aggregation services to the Plan(s) as permitted by 42 CFR 164.504(3)(2)(i)(B).

3. The Plan(s) Obligations. As required by HIPAA, the Plan(s) shall (a) provide PSP with the notice of privacy practices that the Plan(s) produces in accordance with 45 CFR 164.520, as well as any changes to such notice; (b) provide PSP with any changes in, or revocation of, permission by an individual to use or disclose PHI, if such changes affect PSP’s permitted or required uses and disclosures; and (c) notify PSP of any restriction to the use or disclosure of PHI that the Plan(s) has agreed to in accordance with 45 CFR 164.522. Except as may be required to perform data aggregation services or to conduct the management and administrative activities of PSP, the Plan(s) shall not request PSP to use or disclose PHI in any manner that would not be permissible under the Privacy Rule if done by the Plan(s).

4. Termination. A breach by PSP of any provision of this Addendum, as determined by the Plan(s), shall constitute a material breach of the Agreement and shall provide grounds for immediate termination of the Agreement and/or Addendum by the Plan(s), without penalty, notwithstanding any provision to the contrary in the Agreement. Without limitation to the foregoing, the Plan(s) may terminate the Agreement and/or Addendum, without penalty, effective immediately, if (i) PSP is named as a defendant in a criminal proceeding for a violation of HIPAA; or (ii) a final finding or stipulation that PSP violated any standard or requirement of HIPAA or any other applicable laws relating to the security or privacy of PHI, or which is entered against PSP in any administrative or civil proceeding in which PSP has been joined. PSP agrees to cooperate with the Plan(s) as necessary to mitigate the extent of any unauthorized disclosures of PHI or any damages or potential damages and liability under HIPAA caused by any violation of this Addendum or other unauthorized use of PHI.

5. Effect of Termination. Upon termination of the Addendum for any reason, PSP shall extend the protections of this Addendum to such information and limit further use and disclosure of such PHI.

6. Disclaimer. The Plan(s) makes no warranty or representation that compliance by PSP with this Addendum or HIPAA will be adequate or satisfactory for PSP’s own purposes or that any information in PSP’s possession or control, or transmitted or received by PSP, is or will be secure from unauthorized use or disclosure. PSP is solely responsible for all decisions made by PSP regarding the safeguarding of PHI.

7. Amendment to Comply with Law. The parties acknowledge that state and federal laws relating to electronic data security and privacy are rapidly evolving and that amendment of this Addendum may be required to provide for procedures to ensure compliance with such developments. In the event the Plan(s) and PSP determine that amendment to this Addendum is necessary to comply with HIPAA, the Plan(s) and PSP agree to promptly enter into negotiations concerning the terms of an amendment to this Addendum embodying written assurances consistent with the standards and requirements of HIPAA or other applicable laws.  Notwithstanding any other provision herein, in the event the parties are unable to agree on amended terms of the Addendum, PSP may terminate this Addendum and the Agreement upon thirty (30) days written notice.

8. No Third Party Beneficiaries. Nothing expressed or implied in this Addendum is intended to confer, nor shall anything herein confer, upon any person other than the Plan(s), PSP, and their respective successors or assigns, any rights, remedies, obligations, or liabilities whatsoever.

9. Interpretation. This Addendum and the Agreement(s) shall be interpreted as broadly as necessary to implement and comply with HIPAA. The parties agree that any ambiguity in this Addendum shall be resolved in favor of a meaning that complies and is consistent with HIPAA. To the extent that any term in this Addendum conflicts under any term in the Agreement(s), the term in this Addendum shall prevail. Capitalized terms contained herein but not otherwise defined shall have the meaning given to such terms in 45 CFR § 160.103 and 164.501, as amended from time to time.

10. Notices. All notices to the Plan(s) or PSP required under this Addendum shall be sufficient if provided in accordance with the applicable notice provision in the Agreement.

IN WITNESS WHEREOF, The Employer, on its own behalf and on behalf of the Plan(s), and PSP execute this Addendum to the Agreement(s) to be effect as of the applicable HIPAA date.

employer name
Flexible Benefits Plan(s)
PSP Name
By:

By:


Print Name:

Print Name:

Title: HIPAA Compliance Official

Title:

employer name
By:

Print Name:

Title: HIPAA Compliance Official
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HIPAA Compliance Policy & Procedures

	CEO or President
	Privacy Official

	
	Read and complete the HIPAA Compliance Policy & Procedures form.


HIPAA Privacy Policies and Procedures
for employer name
These Policies and Procedures have been created in order for the employer name’s (“Employer”) Flexible Benefits Plan(s)  (the “Health Plan”) to comply with the Health Insurance Portability and Accountability Act of 1996 (HIPAA) as it pertains to health care privacy and transmission of electronic transactions.  The United States Department of Health and Human Services (HHS) issued broad, complex HIPAA privacy regulations which they refer to as the Privacy Rule.  Modifications to the Privacy Rule are expected, some of which may require the Employer to amend these policies and procedures.  If any provisions of these Policies and Procedures are not compliant with HIPAA or a more restrictive state privacy law, the Policies and Procedures will be interpreted to comply with such law.

In general, the Privacy Rule permits the Health Plan to use or disclose protected health information (“PHI”) for certain limited purposes provided specific conditions are met.  These policies and procedures set forth those purposes and conditions.

I.
Definitions

· Authorization – an Individual’s specific written permission, as described in Policy Section II.H, to the Health Plan to use and disclose PHI for purposes other than Payment and other specified purposes.

· Business Associate – a person or entity, other than the Employer’s employee, who performs or assists in the performance of a function or activity involving the use or disclosure of PHI on behalf of the Health Plan.  Such functions or activities include claims processing or administration, data analysis, utilization review, quality assurance, billing, benefit management, repricing, and other professional services.

· Covered Entity - means a health plan, a health care clearinghouse, or a health care provider who transmits any health information in electronic form in connection with a transaction covered by the HIPAA electronic transaction regulations.

· De-identified PHI - health information that does not include any of the following identifiers of the Individual or the Individual’s relatives, employers, or household members:  names, geographic subdivisions smaller than a state, month and day of birth and other personal dates, telephone and fax numbers, electronic mail addresses, social security number, medical record numbers, health plan beneficiary numbers, account numbers, certificate or license numbers, vehicle identifiers (including serial and license plate numbers), device identifiers and serial numbers, Web universal resource locators, Internet procedures address numbers, biometric identifiers, full-face photographic images, and any other unique identifying number, characteristic, or code.

· Designated Record Set – a record that includes PHI maintained by or for the Health Plan that pertains to enrollment, payment, claims adjudication, case management, and other information used to make Health Plan related decisions about Individuals.

· Electronic Transaction Regulations- are the HIPAA regulations which address the electronic transmission of health information, 45 C.F.R. Parts 160 and 162.

· Health Care Operations – any of the following activities to the extent that they are related to the Health Plan’s functions:

1. Conducting quality assessment and improvement activities; population-based activities related to health improvement, reduction of health care costs, case management and care coordination, contacting health care providers and patients regarding treatment alternatives; and related functions that do not include treatment;

2. Reviewing competence or qualifications of health care providers, evaluating provider and plan performance;

3. Underwriting and other activities that relate to the creation, renewal or replacement of a contract of health insurance or health benefits, and ceding, securing or placing a contract for reinsurance of risk relating to claims for health care (including stop-loss insurance);

4. Conducting or arranging for medical review, legal services, and auditing functions, including fraud and abuse detection and compliance programs;

5. Business planning and development, such as cost-management and planning-related analyses related to managing and operating the Health Plan, and development or improvement of coverage policies; and

6. Business management and general administrative activities including but not limited to:  (i) management activities related to implementation of and compliance with the requirements of the Privacy Rule, (ii) resolution of internal grievances, (iii) due diligence in connection with the sale or transfer of assets to a potential successor in interest, if the successor in interest is or will become after the sale a Covered Entity, and (iv) consistent with applicable requirements of the Privacy Rule, creating de-identified health information and marketing for which an individual authorization is not required.

· Health Plan – collectively, the employee benefit programs sponsored by the Employer that provide health care coverage for employees and dependents, including: medical, retiree medical, dental, employee assistance, and flexible spending account programs.  The Health Plan is a Covered Entity under HIPAA.

· Health Plan Employee – an employee (which includes a contract or temporary employee, as applicable) of the Employer whose duties require access to PHI to carry out Health Plan “administration functions.”  The term “administration functions” includes such activities as:

· receiving or processing enrollment or dis-enrollment information; 

· disclosing PHI to third parties, including the Employer, insurance carriers or Business Associates; 

· assisting an Individual in resolving a claim question or dispute; 

· communicating with an Individual regarding coverage questions where PHI is discussed;

· deciding claim appeals; and

· providing administrative support functions, such as internal audit, information technology, accounting, finance, payroll or legal services. 

· HIPAA – the Health Insurance Portability and Accountability Act of 1996 and the regulations promulgated thereunder which address privacy and electronic transactions, as amended, also known as the Privacy Rule.

· Individual – a person covered by the Health Plan or a decedent previously covered by the Health Plan who is the subject of PHI.  This includes an employee and his spouse and dependents.

· Limited Data Set – PHI that excludes the following identifiers of the Individual or of relatives, employers or household members of the Individual:

1. Names;

2. Postal address information, other than town or city, State, and zip code;

3. Telephone numbers;

4. Fax numbers;

5. Electronic mail addresses;

6. Social security numbers;

7. Medical record numbers;

8. Health plan beneficiary numbers;

9. Account numbers;

10. Certificate/license numbers;

11. Vehicle identifiers and serial numbers, including license plate numbers;

12. Device identifiers and serial numbers;

13. Web Universal Resource Locators (URLs);

14. Internet Procedure (IP) address numbers;

15. Biometric identifiers, including finger and voice prints; and

16. Full face photographic images and any comparable images.

· Payment – activities undertaken by the Health Plan to obtain premiums or to determine or fulfill its responsibility for coverage and provision of benefits, including: determining eligibility or coverage, adjudicating benefit claims, underwriting, billing and collection, and utilization review.

· Personal Representative - a person entitled under applicable law to decide and act on behalf of an Individual with respect to the Individual’s health care.  Such Personal Representative is treated as the Individual under these policies and procedures.

· Privacy Official– is the Health Plan Employee accountable for developing, implementing and updating the Health Plans’ privacy policies and procedures

· Protected Health Information (PHI) – means individually identifiable health information that relates to the past, present, or future physical or mental condition of an Individual, provision of health care to an Individual, or payment for such health care. This information either identifies the Individual or there is a reasonable basis to believe the information can be used to identify the Individual.

· Qualified Protective Order – means an order of a court or an administrative tribunal or a stipulation by the parties that prohibits the parties from using or disclosing PHI for purposes other than the underlying litigation or proceeding for which the records are requested and requires the return to the Health Plan or destruction of the PHI at the end of the litigation or proceeding.

· Summary health information – means health information which may identify an Individual and that summarizes the claims history, claims expenses, or type of claims experienced by Individual who are participants in the Health Plan, and which has been De-Identified as defined in these Policies, (except that the geographic information need only be aggregated to the level of a five digit zip code).

II.
Health Plan Uses and Disclosures of Protected Health Information

The Health Plan will use or disclose PHI to carry out Payment or Health Care Operations.  Also, the Health Plan will use or disclose PHI under the circumstances described below, each instance of which must be recorded unless otherwise indicated.  For any other use or disclosure the Health Plan must obtain the Individual’s Authorization (see Policy Section II.H).

A.
Minimum Necessary Rule
No employee, other than a Health Plan Employee should have access, accept receipt, record or transmit PHI, other than PHI that relates directly to that employee as an Individual.  When using, disclosing, or requesting PHI, Health Plan Employees must make reasonable efforts to limit such PHI to the minimum necessary to accomplish the intended purpose of the use, disclosure, or request.  For example, the Employer may not use, disclose, or request an entire medical record, except when the entire medical record is specifically justified as the amount that is reasonably necessary to accomplish the purpose of the use, disclosure or request.

Prior to any disclosure of PHI, the Health Plan Employee must verify the identity and authority of the person requesting such information, if not already known to the Health Plan Employee.  

Example 1:  If disclosure is to a public official, verification will be made in-person by viewing an identification badge that indicates proper authority or, if not in-person, by receipt of written authorization statement on appropriate letterhead.  

Example 2:  If disclosure is to a person who the Health Plan Employee does not recognize, verification will be made by inspecting an identification document.  

Example 3:  If disclosure is made through a telephone call, and the Health Plan Employee does not recognize the Individual caller, the Health Plan Employee should require the person to provide identifiable information (social security number, address, etc.).  


B.
Disclosure of a Limited Data Set for Purposes of Health Care Operations.
A Health Plan Employee may use or disclose a Limited Data Set as long as the Employer enters into a Data Use Agreement with the Limited Data Set recipient. 


C.
Uses and Disclosures for Health and Safety Purposes

All uses and disclosures for health and safety purposes must first be authorized by the Privacy Official.

1.
Threat to Public Health or Safety.

2.
Abuse, Neglect, or Domestic Violence.

3.
Public Health Activities.

4.
Health Oversight Activities.



D.
Uses and Disclosures Pursuant to Legal Proceedings and Law Enforcement

All uses and disclosures for legal and law enforcement purposes must first be authorized by the Privacy Official.

1.
Legal Proceedings with Court Order.

2.
Legal Proceedings without Court Order.

3.
Law Enforcement.
4.
Fugitives, Violent Crime.



E.
Uses and Disclosures Concerning Decedents

All uses and disclosures concerning decedents must first be authorized by the Privacy Official.

1.
Post-mortem Identification, etc.

2.
Tissue Donation.



F.
Uses and Disclosures for Other Government Purposes

All uses and disclosures for Government Purposes must first be authorized by the Privacy Official.  Once authorized, a Health Plan Employee may use or disclose PHI under the following special circumstances:

1.
Armed Forces.

2.
National Security.

3.
Federal Protective Services.

4.
Correctional Institution or Lawful Custody.



G.
Uses and Disclosures for Workers Compensation Purposes

All uses and disclosures for workers compensation purposes must first be authorized by the Privacy Official.  Once authorized, a Health Plan Employee may use or disclose PHI for compliance with workers compensation and similar laws that provide benefits for work-related injuries or illnesses without regard to fault to the extent necessary for such compliance.


H.
Uses and Disclosures Only With Authorization
The Health Plan will not use or disclose PHI for reasons other than Payment, Health Care Operations.   For all other uses and disclosures, the Health Plan must obtain the Individual’s Authorization prior to the use and disclosure and each such use or disclosure must be consistent with the Authorization given for that use or disclosure.  

Each signed Authorization must be given to the Privacy Official or his designee who will retain the Authorization for a period of at least six years from the later of (a) the effective date or (b) expiration date, if any.  The Privacy Official or his designee will provide the Individual with a copy of the Authorization.

An Individual may revoke an Authorization in writing at any time except to the extent that the Health Plan already has acted in reliance on the Authorization or, if the Authorization was a condition for enrollment under an insurance contract, where the insurer has the legal right to contest a claim.  The Individual must deliver the written revocation to the Privacy Official or his designee who will notify the relevant Health Plan Employee(s) and retain the revocation for a period of at least six years from its effective date.


I.
Disclosures to Individuals


J.
Disclosures to Friends and Family Members

K.
Disclosures to Secretary of Health and Human Services

L.
Disclosures to Another Health Plan


M.
Disclosures to Another of the Employer’s Benefit Plan, Other than a Health Plan


N.
Disclosures to the Employer.

No Health Plan Employee will disclose PHI to the Employer until the Health Plan’s documents have been amended to provide for such a disclosure.  If the disclosure is for purposes other than Payment or Health Care Operations, an Authorization first must be obtained from the Individual.

III.
Safe-guarding Protected Health Information
The Privacy Official and other Health Plan Employees must take reasonable steps to ensure that PHI is not intentionally or unintentionally used or disclosed in any manner not consistent with these privacy policies.  Such steps include securing PHI using administrative, physical and electronic access barriers, destroying documents containing PHI that do not need to be retained, training Health Plan Employees regarding privacy policies, and limiting the number of persons included as Health Plan Employees.  Physical access to areas containing PHI will be limited, wherever possible, to Health Plan Employees only. The following procedures apply –

A.
Printed Materials.

Health Plan Employees must store all printed materials containing PHI in secure locations when not in use.  For example, PHI should be stored in locked filing cabinets, desk drawers, or rooms to which only a Health Plan Employee has physical and administrative access.  If a Health Plan Employee chooses to store PHI in an Individual’s personnel file, then only Health Plan Employees should have access to those personnel files. When in use, the Health Plan Employee must take reasonable steps to ensure that such printed materials are viewable only by the Health Plan Employee.  For example, if the Health Plan Employee has PHI in printed material on his desk, he should put away the material before leaving his desk for any amount of time.  At no time will the files remain unlocked when the Health Plan Employee has left the office premises.  If a Health Plan Employee needs to remove a file containing PHI from the office premises, that Health Plan Employee will maintain such file in a secure location, and use all necessary steps to maintain the confidentiality of the information.  Any file may only be removed after being “logged-out” to document the missing file’s location.

Mail addressed to Health Plan Employees who regularly receive mail containing PHI should be unsealed only by that addressee. Mail should be left in a mail slot belonging only to that Health Plan Employee. If a Health Plan Employee knows that an Individual will be sending PHI to her through the mail, the Health Plan Employee will instruct that Individual to send the information to her attention and to mark the envelope “personal.” If a Health Plan Employee is sending PHI to an Individual, she shall mark the envelope “personal” and shall verify the Individual’s address prior to mailing it.

In case of a fire, vandalism, or a natural disaster emergency and disaster recovery will be conducted in the following manner:  (1) attempt to salvage records on site, and (2) obtain back-up records stored off site.

If printed material no longer needs to be retained after use, it should be shredded or otherwise destroyed by the Health Plan Employee.

B.
Facsimile Machines and Printers.

Health Plan Employees must take reasonable steps to ensure that all incoming facsimiles and print jobs containing PHI are viewable and retrievable only by the Health Plan Employee with a legitimate need to know.  A Health Plan Employee who transmits a facsimile will take reasonable steps to verify that the intended recipient is a person to whom the Health Plan Employee is required, permitted, or authorized to disclose PHI. All fax machines shall be secured during non-working hours. If a fax or copy containing PHI is retrieved by someone other than the Health Plan Employee, that person will not read the contents of such fax except to determine the intended recipient. If a Health Plan Employee knows that an Individual will be sending PHI to her through a fax, the Health Plan Employee will instruct that Individual to send the information to her attention and to mark the fax “personal.” A Health Plan Employee must not communicate PHI regarding an employee’s spouse or child to that employee, unless the Health Plan Employee receives a signed Authorization from that spouse or child prior to the disclosure. The Health Plan Employee also must not disclose an Individual's PHI to another person, unless that other person is the Personal Representative of the Individual.

If a fax or copy no longer needs to be retained after use, it should be shredded, unless subject to record-keeping Policy Section.

C.
Electronic Information.

Health Plan Employees must take reasonable steps to ensure that access to electronically-transmitted PHI is password protected.  Electronically-stored PHI, including such information residing in electronic mail messages, electronic document files, databases, floppy disks and other computer files must be password-protected and accessible only by a Health Plan Employee who has a need for access.  A Health Plan Employee also must take reasonable steps to ensure that PHI displayed on his monitor is viewable only by the Health Plan Employee.  For example, if the Health Plan Employee has PHI displayed on his computer screen, he should close the window containing the PHI before leaving his desk for any amount of time and lock-down his computer.  If a computer has a screen saver option, such screen saver will be activated to initiate every 2-5 minutes, when the computer is not being used.  All Health Plan Employees must log off their computers any time they leave the office premises. All floppy disks containing PHI shall be kept in a locked drawer or the files will be password protected.

If a Health Plan Employee needs to remove a laptop or floppy disk containing PHI from the office premises, that Health Plan Employee will maintain the laptop and/or floppy disk in a secure location, and use all necessary steps to maintain the confidentiality of the information.  Any file removed may only be removed after being “logged-out” to document the missing file’s location.

If the information or file no longer needs to be retained after use, it should be deleted, unless subject to record-keeping Policy Section.

D.
Telephonic and Other Oral Communication.

Health Plan Employees must take reasonable steps to ensure that telephone and other verbal conversations in which PHI is discussed are not overheard by persons who do not have a legitimate need to know the content of the conversation.  For example, conferences in which PHI is discussed generally should be conducted in a closed room. If a conversation where PHI is discussed is conducted in a cube, the Health Plan Employee will speak in a manner not to be overheard by others. At no time should Health Plan Employees converse about PHI in a place where others who do not have a need to know such information may overhear.

A voice-mail message containing PHI shall only be left for a person who has a legitimate need to know the content and the Health Plan Employee must take reasonable steps to ensure that his voice-mail box is accessible only by the Health Plan Employee. A Health Plan Employee must not communicate PHI regarding an employee’s spouse or child to that employee, unless the Health Plan Employee receives a signed Authorization from that spouse or child prior to the disclosure.

A voice-mail message containing PHI will not be left on an answering machine which is accessible by someone other than the Individual. When receiving a voice message, Health Plan Employee should not put the phone on speaker, unless there are other Health Plan Employees who need to hear the message in order to perform their job or a necessary function.

When speaking with an Individual on the phone about PHI, the Health Plan Employee will take steps to ensure that the Individual is actually who they say they are. The Health Plan Employee shall request the following types of information from the Individual Social Security number, password, mother’s maiden name, etc.  If a Health Plan Employee is unable to verify the identity of the Individual, no PHI will be discussed on the telephone.

E.
Office Safeguards

Only Health Plan Employees with appropriate clearance will be provided access to PHI. Only employees of the Employer’s MIS department will perform technical system maintenance on any computer hardware or software containing PHI.  Any outside entity performing operating and maintenance services on computer hardware or software containing PHI will be monitored by the Employer’s Director of Technology.  Personnel clearance and security procedures will be maintained and employed by the Privacy Official, and all personnel will be trained in system security. Any maintenance will be documented in writing and maintained by the Privacy Official.

After hours.
Any forms or documents containing PHI shall be locked and secured during non-business hours.  Any forms or documents containing PHI left after business hours will be left in a secured mail slot belonging to the Health Plan Employee who has a need to receive such information.   
Termination.
When a Health Plan Employee who has access to PHI is terminated, that access to PHI shall immediately be terminated. If that terminated employee has a key or access card, it will be immediately retrieved from the terminated employee.

IV.
Health Plan Privacy Administration
A.
Privacy Official Appointed
The Health Plan Privacy Official is Privacy Official Name   The Privacy Official will either perform the following, or designate a Health Plan Employee to perform the following:

1.
develop, implement, and update Health Plan privacy policies and procedures,

2.
ensure appropriate privacy training for  Health Plan Employees,

3.
investigate and respond to Individuals’ complaints regarding impermissible uses or disclosures of PHI and related policy violations,

4.
provide Individuals with Notice and information regarding Health Plan policies and procedures related to PHI, and

5.
maintain documentation of policies, notices, complaints, and related activities consistent with the record-keeping procedures.

B.
Designating Health Plan Employees

The Privacy Official will be responsible for choosing which employees will be designated as Health Plan Employees, and will be responsible for informing such employees which uses and disclosures of PHI are permissible with respect to that Health Plan Employee’s Health Plan duties and responsibilities.  No employees, other than Health Plan Employees should have access, accept receipt, record or transmit PHI, other than PHI that relates directly to that employee as an Individual.

C.
Employee Training
All existing Health Plan Employees must be trained regarding Health Plan policies and procedures related to PHI by HIPAA’s effective date, and all new Health Plan Employees must be trained within a reasonable time after such employee begins working as a Health Plan Employee. The level of training will depend upon the Health Plan Employee’s access to PHI.  Such training will cover safeguarding PHI, permissible uses and disclosures of PHI, Individuals’ rights with respect to PHI, applicable document retention, and disciplinary action for violations of applicable policies and procedures.

The Privacy Official will ensure that additional training is provided if one or more of these privacy policies changes in a material way.  Such additional training will be delivered within a reasonable time after the change becomes effective.

The Privacy Official or his designee must maintain a record of all such training consistent with the record-keeping procedures.
D.
Remedies for Violations of Protected Health Information Privacy Policies and Procedures
Any complaints regarding theses Policies and Procedures or other report of impermissible uses or disclosures of PHI shall be forwarded to the Privacy Official or his designee.  Such complaints will be promptly investigated. Any Health Plan Employee who violates a privacy policy or procedure will be subject to disciplinary action up to and including discharge.

Mitigation - A Health Plan Employee is required to mitigate harm resulting from an impermissible use or disclosure. If a Health Plan Employee is aware of an impermissible use or disclosure the Health Plan Employee will report the impermissible use or disclosure to the Privacy Official immediately and shall cease from performing the use or practice which resulted in an impermissible use or disclosure.  If the Health Plan Employee fails to report the impermissible use or disclosure and or ceases to take any action to mitigate the harm of such an impermissible use or disclosure, disciplinary action also will apply to that employee.

Intimidation or Retaliation - A Health Plan Employee who intimidates or retaliates against an Individual for exercising his HIPAA rights, shall be subject to disciplinary action. In addition, disciplinary action shall be taken against a Health Plan Employee who intimidates or retaliates against an Individual who files a complaint with the Secretary of Health and Human Services, testifies or assists in the participation of an investigation or compliance review, proceeding or hearing, or opposes any act or practice which he or she reasonably believes is unlawful under HIPAA. If such opposition is taken, it must be taken in a reasonable manner and will not involve the disclosure of PHI in violation of HIPAA.

The Privacy Official or his designee  must document the investigation and disciplinary action taken and must maintain such documentation consistent with the record-keeping procedures in Policy Section IV.G.

E.
Reporting Policy Violations

Each Health Plan Employee must promptly report violations of these Policies and Procedures to the Privacy Official.  In addition, other employees shall be informed through the Privacy Notice how to report a violation to the Privacy Official. Each such report will be subject to the investigation and remedy provisions described in Policy Section IV.D.

F.
Written Policies and Procedures

These comprehensive privacy policies and procedures shall be maintained at all times by the Health Plan. The Privacy Official shall be responsible for amending these policies and procedures.  Privacy Official shall ensure that all amendments are in writing and communicated to Health Plan Employees, and other necessary parties.  The Privacy Official shall enforce and ensure that all Health Plan Employees adhere to these written policies and procedures.  If an unforeseen circumstance requires a deviation from these written policies and procedures, the Privacy Official shall decide whether or not to grant an exception from complying with the requirements herein.

Although these policies and procedures are designed to comply with HIPAA, if there is a more restrictive state law, that law will be adhered to instead of HIPAA.

G.
Record-keeping

The Privacy Official or his designee must retain the following records either in paper or electronic form for six years from the date of creation or the date when it was last in effect, whichever is later:  privacy policies and procedures, Authorizations and related revocations, training records, designation of Privacy Official, complaints and related investigations and sanctions, requests for restrictions on uses and disclosures, and uses and disclosures of PHI subject to an accounting.

1.
Documenting Certain Uses and Disclosures

For purposes of providing an Individual an accounting of his PHI, the Health Plan must record each instance in which the Health Plan Employee uses or discloses PHI unless such use or disclosure is made -

(a)
for purposes of Payment or Health Care Operations;

(b)
to the Individual about his own PHI;

(c)
for national security or intelligence purposes;

(d)
to correctional institutions or law enforcement officer; or

(e)
prior to April 14, 2004.

The record for each use and disclosure for which a record must be maintained must include the date, name of the recipient (and address if known), description of information disclosed, and purpose for the disclosure (or a copy of the request for disclosure or the Individual’s Authorization).  Such record will be retained in the Individual’s Health Plan file.

2.
Authorization, revocations, and other Individual requests
3.
Training Records

4.
Complaints and Remedial Action

5.
Privacy Notices

H.
Release of PHI to a Business Associate

The Health Plan may subcontract out some or all of the Health Plan’s administration to a Business Associate.  The Privacy Official will ensure that any disclose of  PHI to Business Associates who are engaged to create or receive PHI on behalf of the Health Plan, shall comply with HIPAA.  Such compliance will involve ensuring that the Health Plan obtains satisfactory assurance that each such Business Associate will safeguard the PHI.  In general, satisfactory assurance will be obtained by executing a contract with the Business Associate that –

The contract must also authorize termination by the Health Plan if it determines that the Business Associate has breached a material contract privacy provision.

If any Health Plan Employee becomes aware of a breach of the contractual privacy provisions by a Business Associate, the Health Plan Employee must report that breach to the Privacy Official or his designee.  If the breach is material and the Business Associate does not cure the breach, the Health Plan must terminate the contract with the Business Associate if possible and, if termination is not possible, report the breach to the Secretary of Health and Human Services.

V.
Individuals’ Rights Regarding Protected Health Information
An Individual has a number of rights under the Privacy Rule, including the right to a privacy notice containing the Health Plan’s legal duties regarding uses and disclosures of PHI, the right to access and amend PHI in the Designated Record Set, the right to request restrictions on uses and disclosures of PHI, and the right to an accounting of certain uses and disclosures of PHI.  Under no circumstances will Health Plan enrollment or benefit payment be conditioned on an Individual’s waiver of his rights to file a complaint with the Secretary of Health and Human Services.

A.
Privacy Notice
The Employer, on behalf of the Health Plan, must notify Individuals covered by the Health Plan of the uses and disclosures of PHI that will be made by the Health Plan, the Individual’s rights and the Health Plan’s legal duties with respect to PHI.  Such notice must be provided to each covered employee at least once prior to HIPAA’s effective date (which is currently April 14, 2004) or at the time of enrollment for new enrollees.  

The notice must be revised whenever there is a material change to the uses and disclosures, Individuals’ rights, the Health Plans’ duties, or other privacy practices stated in the notice.  Revised notices must be distributed to covered employees within 60 days of the material change.  A Privacy Notice may not be combined with an Authorization.

No less frequently than once every three years, the Employer must notify covered employees of the right of Individuals to obtain a copy of the notice and how to do so.

B.
Access to Protected Health Information
The Health Plan must permit an Individual or Personal Representative to inspect and obtain a copy of PHI within a Designated Record Set, except for information compiled in preparation for legal or an administrative proceeding.  A request for access must be made in writing and submitted to the Privacy Official or his designee.

C.
Request for Restriction on Uses and Disclosures
An Individual may request that the Health Plan restrict in a specified way uses and disclosures of PHI for Payment and Health Care Operations.  Such a request must be made in writing and submitted to the Privacy Official or his designee.

D.
Confidential Communication

An Individual may request alternative means of receiving communication of his PHI and the Health Plan must accommodate each reasonable request.  Such a request must be made in writing, include the alternative communication means and a statement that disclosure otherwise could endanger the Individual and be submitted to the Privacy Official or his designee. 

E.
Amendment of Protected Health Information
An Individual has a right to request that the Health Plan amend his PHI within a Designated Record Set.  Such a request must be made in writing, submitted to the Privacy Official or his designee - and must provide a reason to support such amendment. 

Notice of Amendment from Another Entity.  If the Health Plan receives notice of an amendment from a health care provider or other Covered Entity under the Privacy Rule, the Privacy Official or his designee must amend the subject PHI.

F.
Accounting.
An Individual has the right to request an accounting of certain Health Plan disclosures of PHI in the six-year period prior to the request.  Each request for an accounting must be submitted in writing to the Privacy Official or his designee.  The accounting must be in writing and include for each disclosure, the date, name of recipient (and address, if known), description of information disclosed and purpose for the disclosure, and a brief statement informing the Individual of the basis of the disclosure.

G.
Complaints

An Individual who lodges a complaint about these policies and procedures and compliance with the Privacy Rule, will complain to the Privacy Official or his designee.  The Privacy Official or his designee must investigate all such complaints and will provide written response to any submitted in writing (other than anonymously) by an Individual.  Each complaint must be handled in accordance with Policy Section IV.D.  The Privacy Official or his designee must retain documentation of each such complaint, investigation, response, and disposition in accordance with the record-keeping procedures.

VI.

Personal Representatives

An Individual’s Personal Representative (appointed by operation of law; see definition) enjoys the same rights and responsibilities under these privacy policies as the Individual. If under state law, a person has the authority to act on behalf of an Individual who is an adult or emancipated minor in making health care decisions, then that person is the Individual’s Personal Representative. If under state law, a person has the authority to act on behalf of an Individual who is an un-emancipated minor in making health care decisions, then that person is the Individual’s Personal Representative with limited exceptions. 

Health Plan Employees will take reasonable steps to ensure the status of each Personal Representatives.  For example, guardians and conservators should produce documents verifying such appointments.  A Personal Representative will produce a birth certificate, adoption papers, or other legal document which states he/she is the legal guardian or parent of the Individual.
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HIPAA Privacy Notice
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	Privacy Official

	
	Read and complete the HIPAA Privacy Notice.

Distribute the HIPAA Privacy Notice to all employees.


Notice of HIPAA Privacy Practices

The employer name Flexible Benefits Plan (“Plan”) has the duty to protect your medical information. The Plan further has the duty to provide you with a notice of its privacy practices, which follows. The Plan has the right to change or modify this notice, at any time, and any modifications will be communicated to you.   This notice describes how your medical information may be used and disclosed, and how you can get access to it. Please review it carefully.

The Health Insurance Portability and Accountability Act limits how a covered entity can use and disclose protected health information (PHI). Generally, a covered entity, including your health plan, your health care provider, or, a health care clearinghouse, can share information without your authorization, for purposes of treatment of you, payment for your medical services, and for the health plan’s operation. In all other instances, you must authorize any disclosure of your health information.

Permitted Disclosures

The Plan can use and disclose your PHI for the following purposes, without your authorization, for making or obtaining payment for your health care, and for conducting health plan operations.

Examples of when and how your PHI can be used and disclosed for payment purposes, without your authorization, are:

· For coordination of benefits among multiple plans that cover you

· For utilization review purposes

· For case management purposes

· For precertification purposes

· Any other purpose necessary to ensure coverage for you, and to obtain or make payment for services rendered to you.
Examples of when and how your PHI can be used and disclosed for health plan operations, without your authorization, are:

· To ensure coverage for you 

· For quality assessment purposes

· For cost containment purposes

· To ensure compliance with the terms of the Plan, or with clinical or other relevant medical guidelines and protocols

· To provide you with treatment alternatives

· For health plan and provider accreditation verification, licensure, or any other credentialing purposes

· For underwriting, premium rating, and related functions

· To create, renew, or replace your health insurance or health benefits

· To conduct audits, including compliance, medical, legal, business planning, cost containment, or customer service audit functions.

The Plan can share your PHI with the plan sponsor for certain administrative activities, without your authorization.  Examples of sharing PHI include, but are not limited to:

· Seeking premium bids for current or future coverage

· Obtaining reinsurance

· Amending, modifying, or terminating the plan

· Participant and enrollment information

Your PHI can be released in summary form, or, as a part of “de-identified” information, in accordance with the Code of Federal Regulations.

Other instances in which your PHI may be released, without your authorization, include:

· When legally required by federal, state, or local law. This instance would include the release of PHI upon the receipt of an order, subpoena, or other judicial or administrative process that would compel the disclosure of your PHI. However, your PHI would only be disclosed after a reasonable effort has been made to notify you of the request for such information.

· For law enforcement purposes, such as investigation of a crime.

· To respond to a threat to public health or safety. 

· For workers compensation purposes, or other no fault law.

· To a government authority, such as a social service or other protected services organization, authorized to receive reports of abuse, neglect, or domestic violence.

Authorization for Use and Disclosure

Except as provided above, the Plan will not release any of your PHI without your authorization. If you authorize the release of some, or all of your PHI, you may revoke the authorization at any time. If you authorize release of your PHI, your authorization must include the following items:

1. A description of information used or disclosed

2. Identification of the parties releasing, and the parties requesting the information.

3. An expiration date of the authorization

4. Your signature

5. Information about how to revoke the authorization

Your Individual Rights
You have certain individual rights regarding your PHI; specifically:

1. If the Plan maintains your PHI, you have the right to inspect and request a copy it. The plan may charge a reasonable fee for copying this information. If the Plan does not maintain the PHI, which is the subject of your request, you will be directed to the appropriate party who can assist you with your inquiry.

2. You have the right to restrict the use and disclosure of your PHI, although the Plan is not required to agree with your request.

3. You have the right to receive confidential communications. You have the right to limit or restrict where, or how, the Plan may contact you regarding your PHI.

4. You have the right to request amendments or modifications to your PHI. If you believe your PHI is inaccurate or incomplete, you have the right to request an amendment to your records. In order to be entitled to amend the records, the Plan must maintain the relevant records, and you must make the request for amendment in writing. The Plan has the right to deny your request to amend or modify your PHI if:

· You do not have a substantive reason for the request

· The relevant records were not created by the Plan

· The request falls within an exception to the amendment rights provided by the law

· It is determined that the information is complete or accurate

5. You have the right to obtain an accounting of any disclosure that has been made of your PHI, other than those disclosures made for health care payment, treatment, or other health care plan operations. To exercise this right, contact [name/address//phone]
If you would like to pursue any of your individual rights regarding your PHI, contact:

individual's name or person's title
organization's name
address
city, state zip
phone number
e-mail address
You have the right to contact U.S. Department of Health and Human Services’ Office for Civil Rights (OCR) if you have any complaints about how the Plan has handled your PHI. You can submit your complaint on-line, or download a complaint form at this OCR website (http://cms.hhs.gov/hipaa). Or, you can send your complaint or question to this e-mail address: askhipaa@cms.hhs.gov. Or, you can call the CMS HIPAA Hotline: 1-866-282-0659.
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	Complete the HIPAA Privacy Official’s “To Do” List, and retain for your records.

· Business tasks that require access to PHI

· Personnel Authorized to Access to PHI

· Risk Assessment

· Security Controls

· Communications Control

· Tracking and Accounting


HIPAA Official’s To Do List

(Step 1 of 6)

Business tasks that require access to PHI

Define the business tasks that require PHI. Be sure to consider “minimum necessary” principles for each task.


Privacy Official Signature
Date

HIPAA Official’s To Do List

(Step 2 of 6)

Personnel Authorized to Access PHI

Identify everyone who is defined in the Flexible Benefits Plan Amendment who needs access to protected health information (PHI), and everyone who may have access to work areas or systems where PHI is stored.


Privacy Official Signature
Date

HIPAA Official’s To Do List

(Step 3 of 6)

Risk Assessment

Assess the risk to the confidentiality, integrity, and availability for each PHI storage location and each PHI transport or transmission method.

Privacy Official Signature
Date

HIPAA Official’s To Do List

(Step 4 of 6)

Security Controls

Change or add physical, administrative, or technical controls as needed to provide adequate security to support privacy protection for the PHI.


Privacy Official Signature
Date

HIPAA Official’s To Do List

(Step 5 of 6)

Communications Control

Define secure methods for mailing, shipping, faxing, transmitting, and communicating PHI. See the privacy and security program included in this packet.


Privacy Official Signature
Date

HIPAA Official’s To Do List

(Step 6 of 6)

Tracking and Accounting

Method for tracking and accounting for certain uses and disclosures, authorizations, revocations, and other individual requests, training records, complaints and remedial action, and privacy notices.


Privacy Official Signature
Date
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	Ensure that an Authorization for Release of Protected Health Information is signed by a participant prior to a written or oral discussion of PHI.

Keep a signed copy of all Authorization forms collected under Tab 10.

Be sure to make copies of this form so that a blank form is available for future use.


Authorization for Release of 

Protected Health Information

	I hereby Authorize the use and disclosure of my individually identifiable health information as described below.

I understand that signing this Authorization is voluntary and that if I refuse to sign this form it will not prevent receipt of health care or eligibility for benefits under a health plan.

I understand that I am entitled to receive a copy of this form upon signing it.

I understand that if the organization or individual authorized to receive the information is not a health plan or healthcare provider, the released information may no longer be protected by federal privacy regulations.

I understand that I have a right to revoke this Authorization, but that I must send a written revocation to the address below.  I also understand that the revocation applies to uses and disclosures made after the revocation is made. 

	Patient Name:
	

	ID Number:
	

	Person or organization authorized to RELEASE my health information:
	Name: 

Address:

City, State, Zip:

Phone Number: 

	Person or organization authorized to RECEIVE my health information:
	Name: 

Address:

City, State, Zip:

Phone Number: 

	Specific description of information is to be disclosed (be specific, include dates):


	

	What is the purpose of the disclosure?
	

	This authorization will expire on (date or event):
	

	Signed: 
	Date:

	Patient Name (Print): 
	

	If signed by a patient representative

Representative Name (Print): 
	Relationship to Patient, including authority for status as representative:


* * * YOU MAY REFUSE TO SIGN THIS FORM * * * 

This form does NOT authorize the release of psychotherapy notes.

TAB 10

(Instruction Page)

Signed Authorization Forms & HIPAA Quiz Results

	CEO or President
	Privacy Official

	
	Retain signed copies of all Authorization forms collected under Tab 10.

Retain copies of HIPAA Compliance Training Quiz results under Tab 10.
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